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NHOOPMALIMOHHASA ITAMSATKA
IS OBYHAIOIUXCA 1J1sA PASMEIEHUSA
HA OPUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaXXIbIM I'OJAOM MOJIOACKHN B MHTCPHETC CTAHOBUTHCA 6OJII>HIC, a IMKOJBHHUKHW OJHH M3 CaMBIX aK-
THUBHBIX ITOJIB30BaTEICH PYHeTa. MC)KI[y TEM, IIOMUMO OI'pOMHOI'0O KOJIHMYCCTBA BOBMO)KHOCTeﬁ, HHTCPHCT
HECET U HpO6JIeMBI. OTa mamMsaTKa JOJI>KHa ITIOMOYb TeOe 0e30macHo HaXOJIWUTBCA B CCTHU.

Komnbrorepubie BHpyChI

KomMmmbroTepHslil BUpPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX IPOrpaMM, OTIMYUTEIBHON OCOOEHHO-
CTBIO KOTOPOM SIBJISI€TCSI CIIOCOOHOCTh K Pa3MHOXKEHHUI0. B onoHeHne K 3ToMy, BUPYCBl MOTYT NOBPEIUTH
WM TIOJTHOCTBIO YHUUYTOXKUTH BCe (paiiiIbl M TaHHBIE, TOJKOHTPOIBHBIEC TIOIH30BATENI0, OT UMEHH KOTOPOTO
ObuIa 3aIyleHa 3apakeHHasl porpaMma, a TaKkKe MOBPEAUTh MM J1aXKe YHMUYTOXKHUTh ONEPAllMOHHYIO CH-
cTeMy co BceMH (hailamu B 11e70M. B O0NbIIMHCTBE CiIydaeB paclpoOCTPAHAIOTCS BUPYCHI 4Yepe3 HHTEPHET.

MeToabl 3alIUTEI OT BPCAOHOCHBIX IIPOrpaMM:

1. Hcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIIME CEPhE3HBI YPOBEHb 3AIUTHI OT
BPEIOHOCHBIX IIPOTpamm;

2. [locrostHHO ycTaHaBiMBai mavtu (MUGPOBBIC 3aIUIATKH, KOTOPhIE aBTOMAaTHYECKH YCTAaHABJINBAIOT-
Csl ¢ LeNbI0 JOpabOTKU MPOTpaMMbl) U JIpyrue OOHOBJIEHUSI CBOEH onepalmoHHON cucteMbl. CkaunBail ux
TOJIBKO ¢ odunuanmbHOro caifra paspadorurnka OC. Eciu cymiecTByeT peKuM aBTOMaTHUECKOro OOHOBIIE-
HUS, BKIIFOYH €T0;

3. PaGortaii Ha cBOeM KOMIIbIOTEpE MOJI ITpaBaMH IOJIb30BATEINs, @ HE aIMUHUCTpAaTOpa. ITO HE MO3BO-
JUT OOJBIIMHCTBY BPEJIOHOCHBIX ITPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM KOMITBIOTEPE;

4. Ncnonp3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOJAUTENCH, C aBTOMATHYE-
CKHUM OOHOBJIEHHEM 0a3;

5. Orpanndb PU3NUECKHUI TOCTYI K KOMIBIOTEPY I IOCTOPOHHUX JIUIT;

6. HMcnonb3yil BHEIIHME HOCUTENM MH(DOpPMALIMKU, Takue Kak (iIemka, JUcK win ¢ailyl u3 UHTEepHeTa,
TOJIBKO M3 ITPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (hailsibl, MOTyYCHHbIE U3 HEHAIC)KHBIX UICTOUHUKOB. Jlaxe Te (hailibl,
KOTOpBbIE NpHCiIall TBOM 3HAKOMBbIH. JIydllle yTouHu y Hero, OTIPABIIsL JIM OH TeOe UX.

Ceru WI-FI



Wi-Fi - 370 He BUJ Ilepeauu JaHHBIX, HE TEXHOJIOTHs, a BCEro Juib Opena, mapka. Eme B 1991 roxy
HUJIEpIaHCKas KomnaHus 3apeructpuposana opena "WECA", uyto o6o3Haudano cnoBocoueranue "Wireless
Fidelity", koTopblii nepeBoauTCs Kak "GeCcrpoBOIHAS TOYHOCT".

Jlo Hamiero BpeMeHHM Jlouuia Jpyras abOpeBuarypa, KOTopas SIBIseTCS TaKOi ke TeXHOJIoTuei. ITo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHIAPT BBHICHICH 3BYKOBOW TEXHUKH
Hi-Fi, uto B mepeBosie 03HavaeT "BbICOKasi TOYHOCTB".

Ja, 6ecrinaTHBIN UHTEPHET-IOCTYI B Kade, OTENsAX U adponopTax SBISIETCS OTIIMYHOW BO3MOXKHOCTBIO
BBIXO/1a B MHTepHET. HOo MHOTMeE 3KcmepThl cuuTaroT, uto obmenoctymnubie Wi-Fi cetn He sBisitoTcs 6e3-
OIIACHBIMH.

CoBertsl 10 Oe30macHOCTH paboThl B 00menocTymHbix cetsix Wi-fi:

1. He mepenasaii cBoro nuuHyro uHpopMaimio depe3 oodmenocrymusie Wi-Fi cetn. Paborast B HEX,
JKCJIATCIIbHO HC BBOJAUTH MMAPOJIM AOCTYIIA, JIOTUHBI U KAKUC-TO HOMEPA,

2. Ucnonw3yit u 0OHOBIISIIT aHTUBUPYCHBIE MPOrpamMMbl U OpaHaMayep. TeM caMbiM Thl 00€30MacHIlb
ce0sl OT 3aKaykKy BUpYca Ha TBOE YCTPONCTBO;

3. Ipu ucnoaszoanuu Wi-Fi otkmoun ¢pyrakunuto "OO0mwmii qoctyn K ¢aiinam u npuatepam'. JlanHas
(GYHKIMS 3aKphITA O YMOJTYAHUIO, OJHAKO HEKOTOPBIC TMOJB30BATEIM aKTUBHPYIOT €€ I yA0OCTBa HC-
MOJIb30BaHUsS B paboTe Win yuede;

4. He ucnonb3yit nyomuunsit WI-FI nis nepegaun TUYHBIX JaHHBIX, HATPUMED ISl BBIXOJIa B COIIM-
aJbHBIC CETH WJIU B DJICKTPOHHYIO MOYTY;

5. Wcnonp3yii ToNbKO 3amiuineHHoe coeaunenne depe3 HTTPS, a ue HTTP, t.e. mpu Habope BeO-
anpeca BBoau uMeHHo "https:/*;

6. B MmoOusHOM Tenedone otkimoun Gynkuuio "Tlonkarouenue k Wi-Fi aBromatnuecku”. He momyc-
Kail aBTOMaTHYeCKOro MOJKI0UeH s yeTpoiicTa K ceTssM Wi-Fi 6e3 TBoero coriacus.

ConunajbHble ceTH

CornuanbHble CETH aKTUBHO BXOMST B HAIly JKU3Hb, MHOTHE JIFOJIM PabOTAIOT U )KUBYT TaM MOCTOSHHO,
a B Facebook yxke 3apeructpupoBaH MUIUTHAP]] YCITOBEK, YTO SIBISECTCS OJHOW CEAbMOM BCEX YKHTEJCH ILa-
HeThl. MHOTHE MONBh30BATENU HE MOHUMAIOT, YTO MH(pOpMAIUs, pa3MENIeHHAas UMH B COIMANBHBIX CETSX,
MOET OBLITh HaﬁneHa H HUCITI0JIb30BaHa KEM YyroaHo, B TOM YHUCJIC HC 00s13aTeNILHO ¢ OJIaruMu HaMCpPCHUSIMMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLMAIBHBIX CETAX:
1. Orpannyb crUcoK Apy3eil. ¥ TeOs B Ipy3bsiX HE TOJKHO OBITh CITyYailHBIX U HE3HAKOMBIX JIIO/ICH;

2. 3amminai cBOI 4acTHYIO ku3Hb. He ykasbiBail mapomu, TenedoHsl, agpeca, 1aTy TBOECTO POXKICHUS
U IpYTyI0 JUYHYI MHQOPMaLUIO. 3II0YMBIIUIEHHUKH MOTYT MCIIOJb30BaTh Jake MHPOPMALIUIO O TOM, KaK
ThI U TBOU POJUTEIH IUIAHUPYETE IIPOBECTU KAHUKYIIBI,

3. 3ammimai CBOO pemyTaluio - JACPKUA €€ B YHCTOTE W 3ajJaBail cebe BOMPOC: XOTes ObI Thl, YTOOBI
Jpyrue Mojib30BaTeN BUJENH, YTO Thl 3arpyxaemb? [logymaii, mpexnae 4eM 4To-To OMmyOJIMKOBATh, HAIU-
caTh U 3arpy3HUTh;

4. Eciiv Tl TOBOPHIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIb, HE MCIOJB3YH CBOE peaJbHOE UMS U JIPYTyIO
JTUYHYIO UTHPOPMAIUH: UMsI, MECTO JKUTEJIbCTBA, MECTO yueObl U Mpouee;



5. Us6erait pazmemenus ¢ororpaduii B IHTepHEeTe, IAe Thl M300pakeH Ha MECTHOCTH, IO KOTOPOM
MO>KHO OIPEIETUTh TBOE MECTOIOIOKEHHUE;

6. Ilpu perucTpannu B COIUAILHON CETH HEOOXOIUMO UCTIOIH30BAThH CIIOKHBIC TTAPOITH, COCTOSIIINE U3
OyKB ¥ IU(p U C KOJMYECTBOM 3HAKOB HE MEHee §;

7. Anst conuanbHOM CETH, IOUTHI U IPYTHX CAUTOB HEOOXOIMMO HMCIIOIL30BaTh pa3HbIe Mapoyn. Torma
cCiii TCGH B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKHA TOJYYAT JOCTYII TOJIBKO K OJTHOMY MECTY, @ HC BO BCC Cpasy.

DJIeKTPOHHBbIE JeHbIU

DJEeKTPOHHBIE IEHBI'M - 3TO OYEHb YIOOHBIH CITOCO0 MIaTexeid, 0JTHaKO CYIIECTBYIOT MOIIEHHUKH, KO-
TOPBIE XOTAT IOIYYUTh 3TH JIE€HBIU.

DJIEeKTPOHHBIE JICHBI'M MOSBUIUCH COBCEM HETABHO M UMEHHO U3-33 3TOI'0 BO MHOTUX IOCYJapCTBaXx /10
CHUX IOp HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (QyHKIIMOHHPYIOT U O HUX YK€ IPOMHCAHO B 3aKOHE, IJI€ UX Pa3AeisioT Ha HECKOIb-
KO BUJIOB - aHOHMMHBIE U HE aHOHUMHBbIE. Pa3HKIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeT-
Csl IPOBOAMTH OTlepanuu 06e3 UIeHTH(PHUKALNY TT0JIb30BaTeNlsA, @ B HEAHOHUMHBIX MICHTH()HUKAIINS MTOJTH30Ba-
TeJs ABIseTCA 0053aTEIbHOM.

Taroke cienyeT pa3iuyaTh JIEKTPOHHBIE (HAaTHBIE JACHBI'H (PaBHBI TOCYIapCTBEHHBIM BaJIOTaM) U
ANEKTPOHHBIC HeUATHBIE ICHBIU (HE PaBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI TI0 O€30MaCHOM paboTe C MEKTPOHHBIMU JCHbBIaMH:

1. [MpuBsku K cueTy MOOWIBHBIN TenedoH. DTO caMblif yIOOHBIN M OBICTPBIN c1OCOO BOCCTAHOBUTH
TOCTYI K cueTy. [IpuBs3aHHbBIN TenePOH MOMOKET, €CIIH 3a0yACIlb CBOU IUIATSKHBIN MAapOiIh WIH 3aiIenTh
Ha CaliT ¢ HE3HAKOMOI'0 YCTPOUCTBA;

2. Ucnons3yit omgHOpa3oBbie mapoiu. [lociie mepexoa Ha YCHIICHHYIO aBTOpH3AIUio Te0e yke He 0y-
JET YyrpoXKaTh OMACHOCTh KPaXXH UJIU MepexBaTa MIaTeKHOTO MapoJis;

3. BeiOepu cioxxubIil naposs. [Ipectynankam OyaeT He IPOCTO yrajaaTh CI0XKHBINA maposib. HaxexxHbie
MapOJIH - 3TO MAPOJHU, KOTOPBIE COJEPKAT HE MEHee 8 3HAKOB U BKJIIOYAIOT B c€0sl CTPOUYHBIC W TIPOMHUCHBIE
OyKBBI, TM(PBI U HECKOJIBKO CHMBOJIOB, TaKW€ KaK 3HAK JoJiapa, (yHTa, BOCKIWIATEIbHBIN 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JJaHHBIE HAa CaiiTaX, KOTOPHIM HE JOBEPSECUIb.
DJIeKTPOHHAsI MOYTA

DJIEKTPOHHAs [0YTA - 3TO TEXHOJOTHS U MPEAOCTABISIEMBIE €0 YCIYI'H IO MEPECHUIKE U MOJYYECHHIO
ANEKTPOHHBIX COOOIICHU, KOTOPHIE PACIPEIEISIOTCS B KOMIBIOTEpHOU ceTr. OOBIYHO AIEKTPOHHBIN MOY-
TOBBIN SIIUK BBIVISIUT CIEAYIOIIUM 00pa3oM: UMS_MOJIb30BaTeNs(@uMs_JoMeHa. Takke KpoMme neperadyu
MIPOCTOTO TEKCTa, UMEETCSI BO3MOXKHOCTh TIepe1aBaTh (hailibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM pabOTe ¢ ITCKTPOHHOU MTOYTOM

1. Hano BbIOpaTh NmpaBUIIbHBIN MMOYTOBBIN cepBUC. B mHTEpHETE €cTh OrpOMHBII BBIOOp OECTIaTHBIX
IIOYTOBBIX CEPBUCOB, OAHAKO JIyYIlle JOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBBIN B PEUTHHTE;

2. He yka3piBaii B JIMYHOM mouTe JIHUHY0 HH(MopMaruio. Hanmpumep, mydmie BbIOpaTh "My3bIKalIb-
Hbli_panat@" wim "pok2013" Bmecto "temal3";



3. Ucnonp3yil IByXATAHYIO aBTOPU3ALMIO. JTO KOI/a MOMUMO MapoJisi HY>KHO BBOJWUTH KOJI, IPUCHI-
JaeMslit mo SMS;

4. Be1bepu CIIOXHBIA TTapoiib. sl KaKI0TO MOYTOBOTO SIIMKA JTIOJKEH OBITh CBOM HAJIEKHBIN, YCTOM-
YUBBIN K B3JIOMY [1apOJib;

5. Eciii ecTh BO3MOXKHOCTh HalucaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH 3TY BO3MOMXKHOCTb;

6. cnonp3yil HECKOIBKO MOYTOBBIX SIIMKOB. IIepBbIN /171 4acTHOM NEPENMCKH ¢ aJpecaTaMH, KOTO-
PBIM ThI JOBEpsiellb. DTO AJIEKTPOHHBIN aJipec He Ha/l0 MCIOJIb30BaTh PU PErUCTpalu Ha (popyMax u caii-
Tax;

7. He oTkphIiBaii (ailsibl U APpyTrHe BIOXKEHUS B MUChMAaXx, JaKe €CIIM OHU MPHIILIA OT TBOUX JPY3€il.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailibl;

8. Ilociie okoHYaHUsT paOOTHI HA TTIOYTOBOM CEPBHUCE TEPE] 3aKPHITUEM BKIIAJIKH C CAUTOM He 3a0yab
HaxxaTh Ha "B,

Kuoep0y JuIMHT MM BUPTYaJIbHOE H3/1€BATEJILCTBO

KubepOymnuHr - mpeciejoBaHre COOOIICHUSIMHU, COIEPIKAITIMHI OCKOPOJICHUS, arpecCcHio, 3amyruBa-
HHE; XYJUTaHCTBO; COIHAIbHOE OOMKOTHPOBAHHE C MIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE C KHOEPOYIITUHTOM:

1. He Gpocaiics B 60ii. JIydmmuii crmoco6: mocoBeTOBaThCs Kak ceOsl BECTH U, €CJIM HET TOTO, K KOMY
MOKHO OOpAaTUTKCS, TO BHAYaJe YCIIOKOUTHCSA. ECIM Thl HAYHEINIh OTBEYATh OCKOPOJICHHUSIMU Ha OCKOpOIIe-
HUSL, TO TOJIBKO e11e O0JIbIle Pa30KKelb KOH(IHKT;,

2. Ynopasnsii cBoeil kubeppenyrauuei;

3. AHOHUMHOCTb B ceTH MHMMasi. CyIIecTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOMT 32 AHOHMMHBIM aKKa-
YHTOM;

4. He cTouT BecTH XYJIHUTaHCKMHA 00pa3 BUPTyanbHOH xu3HH. MHTEepHET (ukcupyer Bce TBOM Jeii-
CTBUS M COXpaHSET UX. Y IauTh UX Oy/eT KpaiiHe 3aTpyIHUTENIbHO;

5. CoGumroziait CBOIO BUPTYAIbHYIO YECTh CMOJIOJLY;

6. Urnopupyit enquHnuHbIi HeratuB. OJTHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHUS JTy4llle UTHOPUPO-
BaTh. OOBIYHO arpeccusi MPeKpalaeTcs Ha Ha4yaJIbHOW CTa/luy;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMH, B COLUATIBHBIX CETSIX €CTh
BO3MOYXHOCTH OJIOKMPOBKH OTIIPABKH COOOIICHHIA C OTPEACIICHHBIX aJ[PECOB;

8. Ecnu T cBUaeTens kubepOyumara. TBOM MEHCTBHSI: BBICTYIIUTh MPOTUB MPECeI0BATENsI, TTOKa-
34Tb €MY, 4YTO Cro I[CFICTBHSI OIICHUBAKOTCA HCTAaTUBHO, NIOAACPKATD KCPTBY, KOTOpOfI HYXHa IICUXOJIOrn4c-
CKasl MOMOIIb, COOOUIUTH B3POCIBIM O (haKTe arpecCUBHOTO IMOBEJCHUS B CETH.

MooOunbHblii TesedoH

CoBpeMeHHBIE CMapT(HOHBI U TUIAHIIETHI COACPIKAT B ce0O€ BITOJIHE B3POCIbIH (PYHKIIMOHANI, U TENEPh
OHH MOTYT KOHKYPHUPOBATh CO CTAIMOHAPHBIMU KOMIbIOTepamu. OIHAKO, CPEJCTB 3aIIUTHI I TTOT00HBIX
YCTPOMCTB MOKa OYE€Hb MaJIO. TeCTUPOBaHKE U MOUCK YS3BUMOCTEH B HUX MPOUCXOJUT HE TaK MHTEHCUBHO,
kak jams [1K, 1o sxe camoe kacaeTcst © MOOMITBHBIX MTPHIIOKCHUH.



CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JIOTHAJIU HACTOJIbHBIE aHAJOTH, OJHAKO pac-
mpeHue GyHKIMOHAA BIeYeT 32 cOO0M OOMBIIYIO CIIOKHOCTh U MEHBIIYIO 3alIUIIIEHHOCTb.

Jlaneko He Bce MPOM3BOIUTENM BBITYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTHU
JUIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIs1 6€30IaCHOCTH MOOMIIBHOTO TenleoHa:

Hudyero He sBnsieTcs mo-HacrosimeMy OecruiaTHBIM. Byab ocTOpokeH, Belb Korja Tebe mpeaiararoT
OecryiaTHBIA KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHE-TO TUIATHBIE YCIYTH;

Hymaii, npexne yem otnpaButb SMS, poto mnu Buneo. Tol TouHO 3Haelb, 1€ OHU OYAyT B KOHEY-
HOM HTOTre?

Heo6x0a11Mo 0OHOBIIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JUISI MOOMIIBHBIX Telle(hOHOB;

He 3arpysxaii npunoxeHus OT HEM3BECTHOTO MCTOYHHUKA, BEAb OHM MOTYT COJIEP’KaTh BPEJOHOCHOE
IIporpaMMHOE 00€ecIieYeHHe;

[Tocne Toro xKak ThI BBIAJEIIL C CaifTa, TJI€ BBOAMWI JMUHYIO WH(OPMAIUIO, 3aii/I1 B HACTPOUKH Opay-
3epa u yganu COOoKies;

[Iepnonnuecku npoBepsii, KaKue IIaTHbIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;
JlaBaii cBoif HOMep MOOUIIBHOTO Tee(OoHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACIIb U KOMY J1I0BEpsEIb;

Bluetooth momkeH ObITH BBIKITIOYCH, KOT/IA Thl MM HE MOJb3yelbesi. He 3a0biBaii MHOTIa MPOBEPSITH
3TO.

Online urpbi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE Pa3BICUCHHS, OO BEIUHSAIONINE COTHU
TBHICSIY YeJIOBEK M0 BceMmy MHpy. Urpoku ucciaenyroT AaHHBI UM MHp, 00ILAI0TCA APYT € APYrOM, BBINOJ-
HSIOT 3aJIaHUs, CPAXKAKTCSl C MOHCTPAMU U IIOJIYYarOT ONBIT. 33 yIOBOJBCTBUE OHHU IUIATAT: OKYNAIOT JUCK,
OIJIAYMBAIOT A0OHEMEHT WJIM IPHOOPETAIOT KAKHE-TO OIIUH.

Bce atu cpencTa uayT Ha MOJIEp)KaHUE U PAa3BUTHE UIPHI, a TaKXKe Ha caMy 0€30MacHOCTb: COBEp-
IIEHCTBYIOTCSl CUCTEMbI aBTOPU3alLlMH, BBITYCKAIOTCA HOBblE NaTuu (UU(POBBIE 3aIJIaTKU Ui MPOTpamm),
3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO}106HBIX urpax CTouT omnacaTtbCd HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXXu TBOCTO IapOJid,
Ha KOTOpPpOM OCHOBaHa CUCTEMa aBTOpU3AILIUA OOJIBIIINHCTBA urp.

OCHOBHBIC COBETHI 110 O€30ITACHOCTH TBOETO HNI'POBOI'0 aKKayHTa:

1. Ecniu npyroii urpok BeaeT cedsl MI0X0 WK COo3aeT TeOe HENPUATHOCTH, 3a0JI0KUPYIl €ero B CIIUCKE
UTPOKOB;

2. Tloxxamyiicss aAMMHHACTPATOPAaM UIPbl Ha IUI0XO0E MOBEAECHHUE 3TOT0 UTPOKa, JKEIATEIbHO NPUIIOKUTD
KaKHe-TO I0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii 1nunHyto nHOpMaIuio B npodaiine urpsr;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He yctanaBnuBaii HeodunaabHbIE TATYH U MOJIBI,
6. Ucnionb3yil ClI0kKHBIE U pa3HbIE MAPOJIH;

7. Jlaxke BO BpeMs UTPbl HE CTOMT OTKJIIOYaTh aHTUBUPYC. [loka ThI urpaenib, TBOM KOMIBIOTEP MOT'YT
3apa3uTh.

@OUIIUHT WIH Kpaka JUIHbIX TaHHBIX

OObI4HOI KpaXkel JeHer U JOKYMEHTOB CETOJHs YK€ HUKOTO HE YAMBHUIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTHI 3JIOYMBIIICHHUKH TIEPEMECTUIIUCh B MHTEPHET, M MPOAOIKAIOT 3aHUMAThCS "MIOOUMBIM" J1e-
JIOM.

Tak mosiBMIIach HOBasi yrpo3a: HHTEPHET-MOIICHHNYECTBA WM (DUIIMHT, TJIaBHAs 1I€7Tb KOTOPOTO CO-
CTOUT B TMOJY4YEHUH KOHQUIACHIMAIBHBIX JAaHHBIX MOJL30BaTENICH - JIOTHHOB M maponeil. Ha anrnmiickom
s3pike phishing unraercst kak ¢umuar (ot fishing - peidHast moBis, password - mapoJs).

OcHOBHBIE COBETHI IO OOpBOE ¢ PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThI IO/103peBaeliib, 4To TBOSI aHKEeTa ObLIa B3JIOMaHa, TO HEOOXO0-
JIMMO 3a0JIOKHPOBATh €€ U COOOIIUTh aIMHHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. HCHOHBSYﬁ Oe30ImacHbIe Be6-caﬁTH, B TOM YHUCJIC, HHTCPHCT-MAra3nHOB U IIOUCKOBBIX CUCTCM;

3. Mcnonw3yit ClOKHBIE W pa3HbIe Mapoiii. TakuM oOpa3oM, eciii TeOs B3JIOMAIOT, TO 3JI0YMBIIIICH-
HUKHU MOJTy4aT AOCTYI TOJIBKO K OJTHOMY TBOEMY PO(UIIO B CETH, a HE KO BCEM,;

4. Ecnu Te0s B3IIOMAITH, TO HEOOXOIUMO MPEAYIIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIC JOOABICHBI Y
TeOsI B APY3bsIX, O TOM, 4TO TeOsl B3JIOMAJU U, BO3MOXXHO, OT TBOETO MMEHHU OYAET pacCchUIaThCS CHaM M
CCBUIKM Ha (DUIIMHTOBBIC CAMTEHI;

5. Ycranosu HanexHsbli naposis (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKIIOUH COXpaHEHHE Mapodisi B Opaysepe;

7. He oTkpbIBail (aiibl u Ipyrue BIOXKEHHs B MHCbMAaX, Aa)K€ €CJIM OHHM MPUILIH OT TBOUX APY3eH.
Jlydie yTo4HM y HUX, OTIIPABIISIIN JIM OHU TeOe 3T (aiibl.

HudpoBas penyrauus

[Mudposast pemyTaiys - 3TO HETaTUBHAS WM MO3UTHBHAs nHpopManus B cetu o Tede. Kommpomeru-
pyromiast uHGopMaIys, pa3MelleHHass B MHTEPHETe, MOXKET Cepbe3HbIM 00pa3oM OTpa3UThCs HA TBOEH pe-
anbHOM u3HU. "L{udposas penyrauusa" - 3T0 TBOM UMUK, KOTOPbIN popMupyeTcst u3 uHpopmanuu o Tede
B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE IMOJIOKEHHUE, OCOOCHHOCTH XapaKTepa U paccKa3bl
0 6HI/I3KI/IX - BCC 3TO HAKaIlJIMBacTCs B CETH.

MHorue noJpocTKH JIETKOMBICJICHHO OTHOCATCS K MyOnMKanuu JuyHoi uHopmanuu B MHTepHere,
HE MTOHMMasi BO3MOXKHBIX MOCJIeACTBUHN. Thl axe HE CMOXKEIIb I0ralaThesi O TOM, 4To (poTorpadus, pazme-
LIeHHasl 5 JIeT Ha3aj, cTaja MPUYMHOM 0TKa3a NPUHATH Te0s Ha paboTy.

KommenTtapuu, pazMenienne TBoux (Gotorpaduii u gpyrue AeicTBUS MOTYT HE UCUE3HYTh JIaXKe 1OCIe
TOro, KaK Thl UX yAaJMIlb. Thl HE 3HaEllb, KTO COXPAaHWI 3Ty MHPOPMALMIO, M0Naja JU OHa B IIOUCKOBBIE
CHCTEMBI U COXPAaHWJIACh JIM OHA, a TJIaBHOE: YTO MOJYMAaIOT O Te0e OKPYKAIOIIUE JIFOU, KOTOpPBIE HAMIYT U



yBUIAT 3T0. HaiiTu mHbOpMAaIio MHOTO JIET CITYCTSI CMOYKET JIF000H - Kak U3 10OPhIX MOOYKICHH, TaK U C
HaAMEPEeHHeM MPUUYUHUTH Bpe. ITO MOXKET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI 110 3alUTE HU(POBON pemyTaIiu:
1. Ilogymaii, mpex/e 4ueM 4To-To MyOIMKOBaTh U NiepeaaBarh y ceds B 6J10re MM B COLIMAIBHOM CeTH;

2. B nmacrpoiikax npo¢uis yCTaHOBU OTPaHUYCHHsI HA TPOCMOTP TBOETO MPO(MIIS U €T0 COAECPKUMO-
o, cAesIal ero TOJIbKO "I Apy3ei’;

3. He pa3Memaii 1 He yka3piBail HHPOPMAIIUIO, KOTOPas MOXKET KOTO-THO0 OCKOPOJIATH WK OOMKATh.
ABTOpPCKOE NIPaBo

CoBpemMeHHbIE MKOJIBHUKHU - aKTUBHBIE MOJIb30BaTeNN U(PPOBOTo nmpocTpaHcTBa. OJHAKO ajJeKo He
BCE 3HAIOT, YTO IMOJIb30BaHHE MHOTUMH BO3MOXXHOCTAMHU ITU(PPOBOro MUpa TpeOyeT cOONI0IeHHs MpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIUIEKTyaJbHAsE COOCTBEHHOCTh" OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM UYEIOBEYECKOTO
yMa, HauMHas ¢ HOBBIX M300peTeHUH M 3HAKOB, 0003HAYAIOLIMX COOCTBEHHOCTh HA MPOAYKTHI U YCIYT'H, U
3aKaH4YMBasi KHUTaMH, poTorpadusMu, KHHOPUIEMaMH U MY3bIKaJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUSI HAYKH, JTUTE-
paTypsl U HCKycCTBa. ABTOPCKHE IMpaBa BBICTYHNAIOT B KAayeCTBE TapaHTUU TOrO, YTO UHTEIIEKTYyaslb-
HBII/TBOPUECKHIA TPyl aBTOpa He OyJeT HApaCHBIM, 1aCT €My CIIpaBeAJIMBbIe BO3MOKHOCTH 3apadoTaTh Ha
pe3yabpTaTax CBOEro TpyAa, MOIYYUTh U3BECTHOCTD U Ipu3HaHue. HUKkTo 6e3 pa3pelieHns aBTopa He MOXKET
BOCIPOU3BOAMUTH €r0 MPOU3BECHUE, PACTIPOCTPAHATh, MyOIHMYHO JEMOHCTPUPOBATH, MPOJaBaTh, UMIIOPTH-
pOBaTh, IMyCcKaTh B MPOKAT, MyOJIMYHO HCIIOJNHATH, MOKA3bIBATH/UCTIONHATE B 3(upe wiu pazmemars B MH-
TEpHETE.

Hcnonb3oBanue "mupaTckoro’ mporpaMMHOTO 00eCTieUeHHs MOKET MPUBECTH K MHOTHM pUCKaM: OT
MOTEPU JAHHBIX K TBOMM aKKayHTaM 10 OJOKMPOBKHU TBOETO YCTPOWCTBA, IIi€ YCTAHOBJCHA HeEJeranbHas
nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC M OECIUIATHBIE MPOTPAMMBI, KOTOPHIE
MOKHO HAWTH B CETH.

O nopraJie
CereBuuoK.p( - TBOI INIaBHBIN COBETYUK B CETU. 371€Ch Thl MOXKEIIb y3HATh O OE30MACHOCTH B CETU

MOHSITHBIM U JOCTYIHBIM 3BIKOM, a TP BOZHUKHOBEHUU KPUTUYECKOM CUTyalluu OOPATUTHCS 32 COBETOM.
A TaxoKe NpUHATH yUYacTHE B KOHKYPCAX M CTaTh CaMbIM IIM(PPOBBIM Ipaxk1aHuHOM !
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